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Scenarios

Prevent pedestrians (or other
vehicles) struck by FLT

Prevent of FLT entering unsecured
trailers




Scenarios

Prevent Pedestrians Struck by FLT

W‘u
Pedestrian or FLT driver does
not see each other

System 1dentifies potential
collision

Message to FLT GUI
Sound horn and lights

Collision imminent
E-stop FLT

Prevent FLT Entering Unsecured

Trailer
iSO TR RSt S e s .

FLT approaches trailer

System checks status of trailer
restraint

If trailer not secured -

Message to FLT GUI
E-stop FLT before it enters
trailer

Prevent release of trailer restraint if

FLT inside trailer
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# From To Implementation What is Passed Function
F1.1.1Track Locations of FLTs
F1.1.2 Track Locations of OIVs
F1.1.3 Track Locations of Peds
P1.1.2 UWB Network 43VDC Power F1.2.3 Transmit Warning Commends to Vehicles &
1F1.11 P1.1.1 UWB Network Anchors PoE Ethernet Cable . .
Master Anchor Vehicle & Peds Position Data Peds
F1.2.4 Transmit Intervention Commands to FLTs
F1.3.2Transmit Warnings to FLT GUI
F1.3.3 Transmit Intervention Commands to FLTs
P1.3.1 Traffic Manager
1F1.12A server e Traffic Manager Software Network Controller|Software Calculations F1.2.1 Calculate Potential Travel Path
1F1.12B |P1.4.1 Database Server |Database Software Network Controller|Software Calculations F1.2 Prevent Collisions
o . . i F1.1.1 Track Locations of FLTs
P1.2.1 Positioning Engine |P1.2.3 Location Engine i X
1F1.12C L Network Controller|Software Calculations F1.1.2 Track Locations of OIVs
Server Application X
F1.1.3 Track Locations of Peds
1F1.13 |P1.4.1 Database Server |Facility Management WiFi Report Data F1.5.3 Enable Retrieval of Archived Data
i i F1.1.1 Track Locations of FLTs
P1.1.1 UWB Network . Location Signals . i
1F2.1A P2.1.1 FLT UWB Interface UWB Wireless F1.2.4 Transmit Intervention Commands to FLTs
Anchors Remote Commands . .
F1.3.3 Transmit Intervention Commands to FLTs
i i F1.1.2 Track Locations of OIVs
P1.1.1 UWB Network . Location Signals . ) i
1F2.1B P2.2.1 OIV UWB Interface UWB Wireless F1.2.3 Transmit Warning Commands to Vehicles &
Anchors Remote Commands
Peds
P1.1.1 UWB Network i Location Signals i . )
1F2.1C P2.3.1 Ped UWB Interface UWB Wireless F1.2.3 Transmit Warnings to Vehicles & Ped
Anchors Remote Commands
. . . F1.2.3 Transmit Warning Commends to Vehicles &
P1.1.1 UWB Network P2.1.5 FLT Graphic User § Location Signals
1F2.1D UWB Wireless Peds
Anchors Interface Remote Commands i i
F1.3.2Transmit Warnings to FLT GUI
i F 1.2.4 Stop Imminent Collisions
) P2.1.4 Electro-Hydraulic Brake . ) . i
IF2.2 Fork Lift Truck Control Mod Electrical Wire 48V DC Electricity F1.3.3 Stop FLT Before It Enters Unsecured Trailer
F1.6.2 Control FLT Operating Mode
i i . . . F1.2.3 Transmit Warning Commands to Vehicles &
IF2.3A Other Industrial Vehicle [P2.2.2 OIV Remote Controller |Electrical Wire 48V DC Electricity

Peds




# ‘ LvL’ Physical Heirarchy ‘ Traceability |

SAFETY SENTINEL SYSTEM
Tracking and Remote Control Subystem

F1113
F1123
P1.1.1 3 |UWB Network Anchors F1.3.3.3
P1.1.1.1 [4 |UWB Transceiver P1.1.1
P1.1.1.2 (4 |Embedded Firmware P1.1.1
P1.1.1.3 4 |Antenna P1.1.1
P1.1.1.4 |4 |DC Power Supply Adapter P1.1.1
P1.1.1.5 |4 |Ethernet Adapter P1.1.1
P1.1.1.6 |4 |Housing P1.1.1
P1.1.1.7 |4 |Mounting Bracket P1.1.1
. Requirement |Physical
Blambier (Leves femction Traceability |Traceability
o - ROO30 P1.1
F1.11 2 |Track Locations of Fork Lift Trucks s s
Flalalal 3 |Confirm Startup Communication ROOS50 :;‘i':'a
F1.112 3 |Transmit Wireless Signals from FLT ROO50 P2.1.1
P1.1.1
F1.113 3 |Receive Wireless Signals from FLT ROO50 P1.1.2
P1.1.3
F1114 | 3 [interpretsignal Received from FLT RO070 :i‘g -
= ROO71
F1.1.15 3 |Calculate FLT and Load Location . P1.2
] . . P13.5.3
F1.1.16 3 |Confirm Periodic Communication RO0S0 e
F1117 | 4 |identify Communication Failure to FLT Operator RO091 z:i:




Criterion

Rationale

Accuracy of the tracking technology impacts the effectiveness of the system to predict

Accuracy |and prevent collisions and perform other functions. There are no options available to
compensate for inadequate accuracy.
The refresh rate impacts the ability of the system to provide real time tracking of moving
Refresh . . . .
Time vehicles and pedestrians. A long refresh time to send an update about the transitter's
(Latency) location limits to system’s ability to track moving vehicles. Better accurancy can partially
<y compensate for longer refresh times.
Range affects the number and distribution of receivers that are required to communicate
Range with mobile transmitters. Providing additional receivers will compensate for a limited range
but will increase installation and maintenance costs.
Short operating time for pedestrian transmitters that requires changing batteries during the
Ped Tag .. . . S
Battery work shift will substantially reduce pedestrian participation in the system. Most
Time technology options offer operating times that are at least one work shift in length. Some
technologies offer much longer operating times that exceed requirements.
Excessive weight for pedestrian transmitters will reduce pedestrian participation. Most
Ped Tag . . ) :
Weight technologies offer options that are well below the threshold that would result in resistance

by pedestrians.

™



Req ID#| Requirement Title

Requirement Text

Category

Rationale

Function
Category

The system shall track mobile equipment and pedestrians in at least 99% of the

R |R0010 |System Coverage [indoor areas where fork lift trucks operate at a manufacturing facility of at least Quantiative ||EXCluded without slgmﬁc_ant impact| 1.1 Track
on system effectiveness; largest Locations
4,000,000 square feet. facility <i
acility size
N R0021 |System Coverage The system shall enable tracking receivers to be placed at least 15 meters apart Quantitative (Allow placement of stationary L TEES
hardware on building columns Locations
R R0060 |FLT Tracking The system shall be capable of detecting transmissions from fork lift trucks within 15 Quantitativ Provxdt_e tracking functionality for 1.1 T(ack
meters or more from the receiver. Fork Lift Trucks Locations
- The system shall be capable of from other i hicl Provide tracking functionality for 1.1 Track
= Quantitativ
R [RUED |[ex/ ey within 15 meters or more from the receiver. vantiaive Other ial Vehicles Locations
R R0360 |Pedestrian Tracking The system shall be capable of from within 15 Provide fracklng functionality for 11 T(ack
meters or more from the receiver. P b Locations
Compatibility with | The system shall track the locations of fork lift trucks, pedestrians and other BT T G e
R [R2300 |Structure and industrial vehicles in at least 99% the facility without loss connectivity due to Quantitative normal activitr;s p Constraint
Layout-1 configuration of the facility. equipment or stored materials
ccuracy of N " . Ny _—
" The system shall calculate the location of the fork lift truck and it's load with a . Enable accurate prediction of 1.1 Track
R |R0100 |Truck Location K g - - Quantitative - -
Tracking margin of error that does not exceed 2 meters in either x-y dimension. collisions. Locations
R R0270 Accuracy of OIV The system shall identify the location of other industrial vehicles with a margin of Quantiative Enable accurate prediction of 1.1 Track
Tracking error that does not exceed 2 meters in either x-y i Locations
Accuracy of The system shall identify the location of pedestrians with a margin of error that Enable accurate prediction of 1.1 Track
R |R0440 g . Rl . N Quantitative - "
Pedestrian Location |does not exceed 2 meters in either x-y dimension collisions. Locations
E |R11s0 |VVarning of The system shall detect fork lft trucks approaching within 3 meters of a dock door. |Quanttative | UNCtion required to meet user 1.3 Sup
Unsecured Trailer need. Entry
E R1160 Warning of The system shall verify the status of the corresponding trailer restraint when a fork lift a Function required to meet user 1.3 Sup:
. Hg uantitative
Unsecured Trailer  |truck is within 3 meters of a dock door. need. Entry
Control of Traffer The system shall verify that a fork lift truck is not within 3 meters of a trailer before Enable system control of trailer |1.3 Sup
R |R1220 |Restraint . N . . . . Quantitative N
D withdrawing the interlock from the corresponding trailer restraint restraints. Entry
s .__|The system shall map the locations of vehicles and pedestrian in all areas where fork - 1.4 Reduce
. Quantitat L -
o (SRR | (T lift trucks operate with margin of error that does not exceed 2 meters TN TEE | IR SR CEEr EEE Congestion
R R1460 Stat_lonary _Saf_e!y The system shql] activate a SIEFIUHBW safety device for an approaching fork lift truck Quantestive ||Refine aperation of device: 14 Redlfce
Device Activation when _other vehicles or pedestrians are within 3 meters. Congestion

Frequency of Fork

Refresh Time

The system shall refresh the tracking location of fork lift trucks at least every 0.1

To provide required accuracy at a

1.1 Track

i i Quantitati

R R0071 ’:ﬁzm:k Location seconds. uanitative max travel speed of 5 m/s. Locations
Freque_ncy @ cher The system shall refresh the tracking location of other industrial vehicles at least L Based on max speed of 5 m/s and | 1.1 Track

R [R0241 |Industrial Vehicle (Crinhe i
Location Refrash every 0.1 seconds the refresh rate. Locations
Frequency of . s To provide required of location

R R0371 |Pedestrian Location The s):jstem shall refresh the tracking locations of pedestrians at least every 0.1 Quanttative [accuracy at a max walking speed :.1 Tt;ack
Refresh Eoco of 14 m ocstons
ey e R The system shall calculate the speed of the fork lift truck with a margin of error that Based on max speed of 5 m/s and 2

R RO0570 (Truck Speed H Quantitative Prevent
c 2 does not exceed 10% at a speed of 5 m/s. the refresh rate. Collision

R |Ross0 ﬁzﬁz;ﬁ‘;}/\%&:‘; The system shall calculate thne speed of other industrial vehicles with a margin of Quantiative |D225€d on max speed of 5 m/s and Pr;\vtzem

JC 5 error that does not exceed 10% at a speed of 5 m/s. refresh rate. Collision

[Accuracy of The system shall calculate the speed of pedestrians with a margin of error that does Based on max speed of 1.4m/s 2

R [R0590 |Pedestrian Speed 4 = = H E Quantitative s t Prevent
c : not exceed 30% at a speed of 1.4 m/s. and the location refresh rate. Collision

R |R1450 Stationary Safety The system shall identify FLTs approaching stationary traffic safety devices at least T | e e aees 1.4 Reduce

vice Activation

10 seconds in advance of their arrival at the device location

Congestion

I
©

Transmitter Power Requirements

R R0470 Pedestrian Tracking [The system shall track the locations of pedestrians for at least 4 hours without Quantiative Prevent disruption due to industrial [ 1.1 Track
Time connection to the power grid. vehicle down-time for charging. Locations
i i fully-charged el | i . . N
E R2310 Fork Truck Electrical[The system shall not reduce the time of a illy g fork lift Quantitative Prevent disruption due to fnrk lift Constraint
Requirements truck by more than 3 percent to supply its power requirements. truck down-time for charging
Other Industrial S . .
E R2320 |Vehicle Electrical The system shall not reduce the operating time of a fully-charged vehicle | Prevent due to fork lift Constraint

Reguirements

by more than 3 percent to supply its power requirement.

truck down-time for charging

Minimum Impact on

Pedestrian Tag Weight
The system shall track pedestrians using a method that does not reduce their

E R2280 N - Qualitat U: d Constraint
Production Ops mobility. valtatve sernes onstrain
R R2250 |Pedestrian Burden Equlpment worn by pedestrians to transmit their location shall not exceed 300 grams Quantitative Prevent dlgryptlon of pedestrians’ Constraint
in weight normal activities.
Security Protocol
. . . 1.7 Facilitate
E R2140 |System Access The system shall restrict access to authorized users. Binary Prevent unauthorized access. Support
E R2180 External Access to |They system shall require authorized users to log-in using a 2-factor authentication Binary Prevent unauthorized access 1.7 Facilitate
System protocol. Support
E |R2190 ki The system shall prevent access without credentials. Binary Prevent unauthorized access 17 Facilitate
System Support
System Security- The system shall incorporate conform to IEEE 8-2.1X to prevent access to wireless

R2240
ireless

network components by unauthorized users

Quantitative

Prevent unauthorized access.

Constraint

Multiple Users

Track Fork Truck The system shall be capable of simultaneously tracking the locations of at least 150 Expected maximum utilization at 1.1 Track
E R0040 Quantitative

Locations fork lift trucks at a or facility. large plant. Locations

Track Other The system shall be capable of simultaneously tracking the locations of at least 100 Expected maximum utilization at 1.1 Track
E |R0210 |Industrial Vehicle H N . . . Quantitative

Location other industrial vehicles at a manufacturing or warehouse facility. large manufacturing plant Locations
E R0340 Track Pedestrian The system shall be capable of simultaneously tracking the locations of at least Quanttative Expected maximum population at 1.1 Track

Locations 2500 pedestrians at a manufacturing or warehouse facility. large manufacturing plant Locations

Revision: N=New E = Existing

R= Revision (Revisions shown in red type.)




Importance
Rank Criterion i Acc.uracy Rationale
Relative to
Criterion
Accuracy of the tracking technology impacts the effectiveness of the system to predict
1 Accuracy 1 and prevent collisions and perform other functions. There are no options available to
compensate for inadequate accuracy.
The refresh rate impacts the ability of the system to provide real time tracking of moving
2 Refresh Time 1.5X vehicles and pedestrians. A long refresh time to send an update about the transitter's
(Latency) ' location limits to system's ability to track moving vehicles. Better accurancy can partially
compensate for longer refresh times.
Range affects the number and distribution of receivers that are required to communicate
3 Range 3X with mobile transmitters. Providing additional receivers will compensate for a limited range
but will increase installation and maintenance costs.
Short operating time for pedestrian transmitters that requires changing batteries during the
N Ped Tag 6X work shift will substantially reduce pedestrian participation in the system. Most
Battery Time technology options offer operating times that are at least one work shift in length. Some
technologies offer much longer operating times that exceed requirements.
Ped T Excessive weight for pedestrian transmitters will reduce pedestrian participation. Most
5 ed 'ag 9X technologies offer options that are well below the threshold that would result in resistance
Weight :
by pedestrians.
Criteria Range Accuracy | Refresh Rate | Tag Weight | Tag Time
Row Products | Nth Root Normalized
Weighting
Factor
1.00 1.00 0.15
Accuracy 24324 300 044
Refresh Rate 2.00 0.67 1.00 6 4 32.00 2.00 0.29
Tag Weight 0.33 0.11 0.17 1.00 0.67 0.004 0.33 0.05
Tag Time 0.50 0.17 0.25 1.50 1.00 0.03 0.50 0.07
6.83 1.00




. Refresh Tag
Alternative Range | Accuracy Rate Tag Battery Weight
Wireless
A Sensor 0.16 0.57 0.94 0.11 0.88
Network
Bluetooth
B LowEnergy| 0.32 0.10 0.67 1.00 0.71
(BLE)
C ActiveRFID| 0.16 0.86 0.11 0.22 0.08
Ultra
D Wideband 1.00 1.00 1.00 1.00 0.99
(UWB)
Wifi (WLAN)
E 24 GHz 0.46 0.10 0.83 1.00 1.00




Criteria Range | Accuracy Refresh Tag Battery Te‘zg
Rate Weight ,
C ilcul: tions
Weights 0.15 0.44 0.29 0.05 0.07
Wireless
A Sensor 0.16 0.57 0.94 0.1 0.88 0.62 0.21 $212,500 0.99 0.20
Network
Bluetooth
B Low Energy| 0.32 0.10 0.67 1.00 0.71 0.39 0.13 $285,000 0.46 0.09
(BLE)
C Active RFID 0.16 0.86 0.1 0.22 0.08 0.45 0.15 $523,188 0.29 0.06
Ultra . :
D Wideband 1.00 1.00 1.00 1.00 0.99 1.00 0.34 $121,000 2.8( 0.56
(UWB)
E (VAOWLAN) 046 | o010 | o083 | 100 | 100 | o048 046 | $ss7500 | 045 0.09
24 GHz




Project Stage Total | Quantitative % Binary Qualitative
Requirements | —
Analysis Report 154 2 55 36 57 37
Functional Analysis

218 61 28 114 43
Trade Study
Report 219 78 36 108 42
Conceptual
Design 224 92 41 102 30
System
Specifications 223 179 80 44 0
Risk Management
Plan 223 179 80 44 0
Test Plan 223 180 80 44 0
FINAL 223 p 180 [ 80 [ 44 0




Req ID#

Requirement Title

Requirement Text

Threshold

Objective

Operator Collision

The system shall warn fork lift truck operators at least 3 seconds in

Warn operator at least 3 seconds

Warn operator at least 3 seconds in

. 5 00 : ) .
it Warning advance of a predicted collision with another industrial vehicle. " qdya L AL advgnpe S
collisions collisions

Autonomous Collision 116 535 S NOMORRCLY S10p & RAK N8 " gt 299% of all avoidable collisions®  {100% of all avoidable collisions*
A0150 : an open space of 0.5 meters or more between the vehicle and a

Prevention : — o prevented prevented

pedestrian when it predicts that a collision is imminent.

Preventmn of Entry The _system shall autonomously stop fork ift trucks when they approach 209% offork It tucks prevented |100% offork It trucks prevented

A0200  {into Unsecured within one meter (+/- 0.1 m) of the dock door to a trailer that is not : : : :
: o : from entering unsecured trailers.  |from entering unsecured trailers

Trailers secured against unintentional movement away from the loading dock

Stationary Safet The system shall enable the remote activation and deactivation of COTS |Activate stationary traffic safety  |Activate stationary traffic control
A0250 Devilce Athivatiog stationary traffic safety devices when fork litt trucks approach within 10 |control devices for 2 99% of devices for 100% of approaching

meters (+/- 0. 1m) of the device.

approaching FLTs.

FLTs.

* Collisions are considered avoidable when the available stopping distance equals or exceeds the minimum safe stopping distance.




S w
s | & a | 2
e | 3 S | 5
IDENTIFIED — CONSEQUENCE = = g =4
RISK ID TYPE ) RISK DESCRIPTION = z RISK MITIGATION STRATEGY = 7]
BY 4 IF REALIZED E S £ =
- 1 2k
E |E s |2
= = - =
1. Provide safe mode operation triggered by
Loss of Tracking and The system stops functioning while fork lift trucks, |Complete loss of functions based on position lack of communication from the system.
R-1 Proposal Technical |[Remote Control Subsystem |pedestrians, and other industrial vehicles are in tracking; lack of functionality will be unrecognized| 4 5 |2. Provide protection from power surges and| 2 2
Functionality operation by building occupants power interuption.
3. Test system operation.
. . . . . Limited loss of functions based on position
. Failure of Mobile Element |Loss of individual vehicle or pedestrian . . . . po . . .
R-2 Proposal Technical . e e e . tracking; lack of functionality will be unrecognized 4 4 |1. Provide safe mode operation. 2 2
Communication communication interface. e
by user 2. Test components for reliability.
. . . . . 1. Select technol with low attenuation
.. . Signals to/from the Tracking and Remote Control |Locations of fork lift trucks, pedestrians or other . ogy wi !
. Communication Signals - . . . . . factor during Trade Study
R-3 Proposal Technical Subsystem are blocked by building structures or industrial vehicles will be temporarily unknown to 4 3 . 1 3
Blocked . 2. Conduct system testing at launch to
stored materials the system . s o
confirm connectivity.
. 1. Place pedestrian detectors at ent
. . - . . The pedestrian cannot be tracked by the Safety . ' v
. Pedestrian Enters Work A pedestrian enters the facility without a function . . . . points.
R-4 Proposal Technical . . . . . . . Sentinel System and is at greater risk of being 4 3 . . . 1 2
Area Without Transmitter |transmitter to identify their location. . . . . . 2. Require pedestrians to wear high
involved in an accident with vehicles c o
visibility vests with UWB tags.
. . 1. Select compatible technology durin:
Fork Lift Trucks are Not The remote control module cannot be integrated . . pa e
. . . . . . The system cannot remotely activate fork lift Trade Study.
R-5 Proposal Technical |Compatible with Remote [into a fork lift truck that is a older model or non- . 3 4 . . . . 2 3
. truck systems to prevent a collision. 2. Limit speed and uses of incompatible fork
Control Module standard design. .
lift trucks.
1. Use trade studies and systems
. . . The system cannot provide successful engineering methods to maximize system
. Inadequate Tracking The tracking system cannot track the locations of |, v . P . . . g mae o s v
R-6 Proposal Technical Resolution vehicles or estrians with sufficient accura interventions to prevent collisions with the 3 5 |capabilities. 1 3
y cy- required success rate (299%) 2. Specify buffer distance to provide safety
margin.
1. Use trade studies and systems
. . engineering methods to maximize system
Functional . . . . The system cannot provide successful e . e v
. . deq Simr The tracking system cannot track all vehicles and |, . . . capabilities.
R-7 Analysis Technical . _— . . . . . interventions to prevent collisions (system 4 4 . . . 1 4
Report Tracking Capabililties pedestrians simultaneously in a high density area. failure) 2. Increase density of tracking equipment to
PO . provide adequate peak capacity.
3. Test to verify capability.
1. Use trade studies and systems
Functional .. . . . . . . engineering methods to maximize system
. . Inability to Prevent The system cannot identify collisions with The system is unable to make a successful e . e v
R-8 Analysis Technical .. . . . .. 3 4 |capabilities. 1 4
Collisions adequate advance time. intervention to prevent the collision. . A
Report 2. Conduct system testing to optimize

system performance.




Risk@;\g and Remote Control System Functionali Risk #: 1
Description - Risk Type: Technical

The system stops functioning while fork lift trucks, pedestrians and other
industrial vehicles are in operation.

Cause:
Failure of wireless network or Traffic Manager hardware.

Consequence if Realized:
Complete loss of functions dependent on position tracking; lack of
functionality will re unrecognized by building occupants.

Likelihood
RN WA U
N
‘_

1 2 3 4 5
Consequence

RISK REDUCTION PLAN

L X . Risk Level if Successful
Mitigation Action Success Criteria .
Likelihood Consequence
Safe mode operation is activated autonomously by
1. Provide safe mode operation mobile and stationary elements when loss of 4 2
communication is detected.
2. Provide protection from power surges and |Spike-free, power supply to Traffic Manager and 3 2
loss of grid power. Wireless Network maintained without interuption.
Operation of System Sentinel System meets
3. Test Safety Sentinel System. s i . - 2 2
required specification for reliability and availability.
High
—
w
> i ——— Risk Level
= |Medium | L
% ———-——-—————-b() @ start/Finish
i e :
Low (O Action
A A A A A A A
Proposal RAR FAR TradeStdy CDR  Spec Test
Comments:

A safe mode operation that allows manufacturing processes to continue in the event of a system failure provides significant reduction of
risk by reducing the consequences of system down time. Providing a stable power supply will reduce the likelihood of loss of system
functions due to component failures or unexpected system shutdown. Verifying that the Tracking and Remove Control System meets
requirements for availability and reliability provides further reduction in the likelihood of a system failure. Together these measures
will mitigate the risk to an acceptable level upon completion of the test and verification plan.

Figure 2-1: Risk Management Plag Uo.l



Final Concept
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Further Work

MWM

Track simultaneously
Predict collisions
Make successful interventions



[Lessons Learned
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Recommendations
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